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the box away to a stranger and disappear. If you find that stranger in possession of your box, you will Is the FCC's New Net Neutrality Plan a Good
be able to recover it, because the law does not allow the stranger to keep, copy or use your property One?
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simply because he had no role in stealing it.
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Now imagine, instead of a box taken from your home, a hacker breaks into your computer network. The
hacker steals your bank and tax records, your pictures and correspondence, but all in digital form. The
hacker disappears, but not before handing over all of your data to an Internet file sharing site, which in
turn makes the data available all over the world. Not only does the file sharing site refuse to return your
data, but soon thereafter, individuals are disseminating your private pictures, emails and tax returns via
their Twitter accounts. Indeed, they claim a constitutional right to do so.

This is the dilemma faced by data breach victims: Data are not, and perhaps cannot be, subject to the
same set of legal protections as tangible, physical property. Our laws have failed to keep pace with the
ways in which our privacy depends on the security of electronic data. This problem is not well
understood or widely discussed. Indeed, at the recent White House cybersecurity summit at Stanford
University, the challenge of containing the spread of stolen data was not on the agenda.

[SEE: Editorial Cartoons on Chinese Hacking]

Until we develop a clear framework for addressing the problem of stolen data, efforts to improve
cybersecurity will be incomplete. Data breaches are inevitable. For most organizations, it is a question
of when, not if, they will be struck. That unfortunate reality means that an effective approach to
cybersecurity cannot focus solely on prevention. To be prepared, organizations must treat breaches as
a certainty, take steps to minimize risks wherever possible, and make plans to contain the damage that
is caused when breaches take place.

These difficulties are compounded by the evolving nature of data breaches. Traditionally, hackers have
targeted companies such as Anthem, Target, Home Depot and Neiman-Marcus to make money. The
hackers break into corporate networks and steal data, such as credit card or Social Security numbers,
which they then sell on the black market. Our current laws are directed at this kind of breach. We have
imperfect, but strong, state and federal laws prohibiting identity theft, rapidly-improving encryption
practices, and improving international law enforcement cooperation against criminal networks that trade
in personally identifying information.

The 2014 cyber-attack on Sony Pictures Entertainment unleashed a new kind of threat: data breaches
motivated by ideology rather than financial gain, but aimed at private rather than governmental entities.
Today, both non-profit and for-profit organizations around the world face the prospect of having all of
their data released to the public by hackers who disagree with their speech, work or political activities.
The chief objective of this new breed of hackers is to take private information and make it public in
order to intimidate or embarrass the victim. To succeed in that endeavor, the hackers depend on the
witting or unwitting assistance of others to disseminate, spread and publish the stolen information as
widely as possible.

[SEE: Editorial Cartoons on the Sony Hack]

Our laws are not designed to address these challenges. Data breaches are generally followed by an
open season on the victim’s most sensitive information. Some of that information concerns purely
corporate interests; some of it concerns the privacy of employees, customers or third parties.
Unfortunately, once hackers hand such data off to a third party, it may be impossible to recover or
contain. There are stolen property laws in many states, but there are questions about whether such
laws apply to information rather than physical property. There are trade secrets laws, but a trade secret
may be lost forever if it is revealed (even involuntarily) to the public. And even where a law does apply,
the First Amendment may still protect those who decide to publish the information.

If data breaches are indeed inevitable, the current situation is untenable. If we are serious about
helping the individuals and organizations who are victims of data breaches, we can and must do better
than a system that throws up its hands the moment information is stolen.

An effective regime against this new form of data breach will require updating and rationalizing a set of
overlapping and often contradictory laws relating to stolen property, consumer privacy, identity theft,
copyright, trade secrets and more. That effort must find a way to balance cherished First Amendment
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This project, however, cannot be limited to our laws. The robust protections that the First Amendment
affords require that media organizations themselves consider what self-imposed restraints can be
applied in the aftermath of a breach. Such self-policing is destined to be imperfect, and will no doubt be
difficult given the demands of the 24-hour news cycle. But it is necessary. After all, it is only a matter of
time until hackers steal, and someone attempts to release in public, the confidential sources of a major
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The reforms described above will not be easy. But unless we find ways to address the feeding frenzy
that inevitably follows data breaches, our best efforts to improve cybersecurity will continue to fall short.
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Michael J. Gottlieb is a partner in the Washington office of Boies, Schiller & Flexner LLP,
specializing in cybersecurity and data privacy issues. He served as associate White
House counsel during the first term of the Obama administration.

! New Dietary Guidelines Call
for Less Meat and Sugar

Gun Control Cartoons Obamacare Cartoons

Susan Rice Calls Prime Minister Netanyahu's Visit 'Destructive'

| By Rachel Brody | Feb. 25, 2015

The Price of Obama's Nuclear Appeasement Toward Iran

By Harold Evans | Feb. 24, 2015

Mother Jones Says Fox's Bill O'Reilly Embellished Falklands War


http://www.usnews.com/cartoons/barack-obama-cartoons
http://www.usnews.com/cartoons/barack-obama-cartoons
http://www.usnews.com/cartoons/gun-control-and-gun-rights-cartoons
http://www.usnews.com/cartoons/gun-control-and-gun-rights-cartoons
http://www.usnews.com/cartoons/healthcare-cartoons
http://www.usnews.com/cartoons/healthcare-cartoons
http://www.usnews.com/opinion/articles/2015/02/25/susan-rice-calls-prime-minister-netanyahus-visit-destructive
http://www.usnews.com/opinion/articles/2015/02/24/the-price-of-obamas-nuclear-appeasement-toward-iran
http://www.usnews.com/opinion/blogs/peter-roff/2014/12/15/sony-hack-shows-congress-needs-to-move-on-ip-protection
http://www.usnews.com/topics/subjects/cybersecurity
http://www.usnews.com/opinion/blogs/nicole-hemmer/2015/02/24/jon-stewart-and-stephen-colbert-helped-bury-msnbc
http://www.usnews.com/opinion/economic-intelligence/2015/02/25/united-steelworkers-say-safety-not-wages-behind-refinery-strike
http://www.usnews.com/opinion/articles/2015/02/24/the-price-of-obamas-nuclear-appeasement-toward-iran
http://www.usnews.com/opinion/blogs/opinion-blog/2015/02/24/new-dietary-guidelines-call-for-less-meat-and-sugar
http://www.usnews.com/opinion/articles/2015/01/22/jackie-kennedy-may-have-had-ptsd-after-jfks-death
https://www.facebook.com/sharer/sharer.php?u=http%3A%2F%2Ft.usnews.com%2FZ6z8yt%3Fsrc=usn_fb
https://plus.google.com/share?url=http%3A%2F%2Ft.usnews.com%2FZ6z8yt%3Fsrc=usn_gp
https://twitter.com/share?url=http%3A%2F%2Ft.usnews.com%2FZ6z8yt&src=usn_tw&via=usnews&text=Data%20Feeding%20Frenzy%20After%20Hacks%20Must%20Be%20Stopped
http://www.usnews.com/opinion/articles/2015/02/25/susan-rice-calls-prime-minister-netanyahus-visit-destructive
http://www.usnews.com/topics/author/rachel-brody
http://www.usnews.com/opinion/articles/2015/02/24/the-price-of-obamas-nuclear-appeasement-toward-iran
http://www.usnews.com/topics/author/evans_harold
http://www.usnews.com/opinion/articles/2015/02/20/mother-jones-says-foxs-bill-oreilly-embellished-falklands-war-experience
http://www.usnews.com/opinion/blogs/nicole-hemmer/2015/02/24/jon-stewart-and-stephen-colbert-helped-bury-msnbc
http://www.usnews.com/opinion/blogs/nicole-hemmer/2015/02/24/jon-stewart-and-stephen-colbert-helped-bury-msnbc
http://www.usnews.com/opinion/economic-intelligence/2015/02/25/united-steelworkers-say-safety-not-wages-behind-refinery-strike
http://www.usnews.com/opinion/economic-intelligence/2015/02/25/united-steelworkers-say-safety-not-wages-behind-refinery-strike
http://www.usnews.com/opinion/economic-intelligence/2015/02/25/united-steelworkers-say-safety-not-wages-behind-refinery-strike
http://www.usnews.com/opinion/articles/2015/02/24/the-price-of-obamas-nuclear-appeasement-toward-iran
http://www.usnews.com/opinion/articles/2015/02/24/the-price-of-obamas-nuclear-appeasement-toward-iran
http://www.usnews.com/opinion/articles/2015/02/24/the-price-of-obamas-nuclear-appeasement-toward-iran
http://www.usnews.com/opinion/blogs/opinion-blog/2015/02/24/new-dietary-guidelines-call-for-less-meat-and-sugar
http://www.usnews.com/opinion/blogs/opinion-blog/2015/02/24/new-dietary-guidelines-call-for-less-meat-and-sugar

Experience

By Adriana Scott | Feb. 20, 2015

ADVERTISEMENT

Rudy Giuliani Says Obama Doesn't Love America

By Rachel Brody | Feb. 20, 2015

Combat Human Trafficking By Disrupting Its Profit Cycle

By Charles C. Krulak | Louis Freeh | Feb. 19, 2015

Obama Won't Link Islamic State Extremism to Religion

By Rachel Brody | Feb. 19, 2015

Underground Railroad Legacy Is an Example of Interracial Cooperation

By Michael Morella | Feb. 19, 2015

® Oklahoma Republicans Vote to Eliminate Funds for AP U.S. History
Course

By Rachel Brody | Feb. 18, 2015

Texas Judge Temporarily Stalls Obama's Executive Actions on
Immigration

By Rachel Brody | Feb. 17, 2015



http://www.usnews.com/opinion/articles/2015/02/20/mother-jones-says-foxs-bill-oreilly-embellished-falklands-war-experience
http://www.usnews.com/opinion/articles/2015/02/20/rudy-giuliani-says-obama-doesnt-love-america
http://www.usnews.com/opinion/articles/2015/02/19/combat-human-trafficking-by-disrupting-its-profit-cycle
http://www.usnews.com/opinion/articles/2015/02/19/obama-wont-link-islamic-state-extremism-to-religion
http://www.usnews.com/opinion/articles/2015/02/18/oklahoma-republicans-vote-to-eliminate-funds-for-ap-us-history-course
http://www.usnews.com/opinion/articles/2015/02/17/texas-judge-temporarily-stalls-obamas-executive-actions-on-immigration
http://www.usnews.com/opinion/articles/2015/02/20/mother-jones-says-foxs-bill-oreilly-embellished-falklands-war-experience
http://www.usnews.com/topics/author/adriana-scott
http://www.usnews.com/opinion/articles/2015/02/20/rudy-giuliani-says-obama-doesnt-love-america
http://www.usnews.com/topics/author/rachel-brody
http://www.usnews.com/opinion/articles/2015/02/19/combat-human-trafficking-by-disrupting-its-profit-cycle
http://www.usnews.com/topics/author/charles-c-krulak
http://www.usnews.com/topics/author/louis-freeh
http://www.usnews.com/opinion/articles/2015/02/19/obama-wont-link-islamic-state-extremism-to-religion
http://www.usnews.com/topics/author/rachel-brody
http://www.usnews.com/opinion/articles/2015/02/19/underground-railroad-legacy-is-an-example-of-interracial-cooperation
http://www.usnews.com/topics/author/michael-morella
http://www.usnews.com/opinion/articles/2015/02/18/oklahoma-republicans-vote-to-eliminate-funds-for-ap-us-history-course
http://www.usnews.com/opinion/articles/2015/02/18/oklahoma-republicans-vote-to-eliminate-funds-for-ap-us-history-course
http://www.usnews.com/topics/author/rachel-brody
http://www.usnews.com/opinion/articles/2015/02/17/texas-judge-temporarily-stalls-obamas-executive-actions-on-immigration
http://www.usnews.com/opinion/articles/2015/02/17/texas-judge-temporarily-stalls-obamas-executive-actions-on-immigration
http://www.usnews.com/topics/author/rachel-brody

Rand Paul, the Hawks and the Lack of 2016 Debate on Irag and
Syria

By Jill Lawrence | Feb. 17, 2015

Will Hillary Clinton Run Unopposed in 2016? Don't Bet On It.

By Robert Schlesinger | Feb. 17, 2015

' Obama Has Lost His Nerve in the Battle Against a Nuclear Iran

By Mortimer B. Zuckerman | Feb. 13, 2015

Jon Stewart Will Leave 'The Daily Show,' Pundits React

By Rachel Brody | Feb. 11, 2015

Vaccination Debate Shows Health llliteracy Is a Real Danger

By Shannon Galvin | Juliet Sorensen | Feb. 11, 2015

David Axelrod Says Obama Lied in 2008 About His Gay Marriage
Views

. By Rachel Brody | Feb. 10, 2015

Editorial Cartoons on Brian Williams

Feb. 9, 2015

& U.S. Supreme Court Allows Alabama Gay Marriage Despite Judge's
M Protests

§ By Rachel Brody | Feb. 9, 2015

) Obama’'s Course to a Nuclear-Capable Iran

By Mortimer B. Zuckerman | Feb. 6, 2015



http://www.usnews.com/opinion/articles/2015/02/17/rand-paul-the-hawks-and-the-lack-of-2016-debate-on-iraq-and-syria
http://www.usnews.com/opinion/articles/2015/02/17/will-hillary-clinton-run-unopposed-in-2016-dont-bet-on-it
http://www.usnews.com/opinion/articles/2015/02/13/obama-has-lost-his-nerve-in-the-battle-against-a-nuclear-iran
http://www.usnews.com/opinion/articles/2015/02/11/jon-stewart-will-leave-the-daily-show-pundits-react
http://www.usnews.com/opinion/articles/2015/02/11/vaccination-debate-shows-health-illiteracy-is-a-real-danger
http://www.usnews.com/opinion/articles/2015/02/10/david-axelrod-says-obama-lied-in-2008-about-his-gay-marriage-views
http://www.usnews.com/opinion/cartoons/2015/02/09/editorial-cartoons-on-brian-williams
http://www.usnews.com/opinion/articles/2015/02/09/us-supreme-court-allows-alabama-gay-marriage-despite-judges-protests
http://www.usnews.com/opinion/articles/2015/02/06/obamas-course-to-a-nuclear-capable-iran
http://www.usnews.com/opinion/articles/2015/02/17/rand-paul-the-hawks-and-the-lack-of-2016-debate-on-iraq-and-syria
http://www.usnews.com/opinion/articles/2015/02/17/rand-paul-the-hawks-and-the-lack-of-2016-debate-on-iraq-and-syria
http://www.usnews.com/topics/author/jill-lawrence
http://www.usnews.com/opinion/articles/2015/02/17/will-hillary-clinton-run-unopposed-in-2016-dont-bet-on-it
http://www.usnews.com/topics/author/robert-schlesinger
http://www.usnews.com/opinion/articles/2015/02/13/obama-has-lost-his-nerve-in-the-battle-against-a-nuclear-iran
http://www.usnews.com/topics/author/mortimer-b-zuckerman
http://www.usnews.com/opinion/articles/2015/02/11/jon-stewart-will-leave-the-daily-show-pundits-react
http://www.usnews.com/topics/author/rachel-brody
http://www.usnews.com/opinion/articles/2015/02/11/vaccination-debate-shows-health-illiteracy-is-a-real-danger
http://www.usnews.com/topics/author/shannon-galvin
http://www.usnews.com/topics/author/juliet-sorensen
http://www.usnews.com/opinion/articles/2015/02/10/david-axelrod-says-obama-lied-in-2008-about-his-gay-marriage-views
http://www.usnews.com/opinion/articles/2015/02/10/david-axelrod-says-obama-lied-in-2008-about-his-gay-marriage-views
http://www.usnews.com/topics/author/rachel-brody
http://www.usnews.com/opinion/cartoons/2015/02/09/editorial-cartoons-on-brian-williams
http://www.usnews.com/opinion/articles/2015/02/09/us-supreme-court-allows-alabama-gay-marriage-despite-judges-protests
http://www.usnews.com/opinion/articles/2015/02/09/us-supreme-court-allows-alabama-gay-marriage-despite-judges-protests
http://www.usnews.com/topics/author/rachel-brody
http://www.usnews.com/opinion/articles/2015/02/06/obamas-course-to-a-nuclear-capable-iran
http://www.usnews.com/topics/author/mortimer-b-zuckerman

By Rachel Brody | Feb. 6, 2015

Power

By Simon Rosenberg | Feb. 6, 2015

Obama's Prayer Breakfast 'Crusades' Comments Enrage the Right

Congress Must Be Involved in the ICANN-IANA Internet Transfer of

See More
News Rankings & Consumer Advice
News Home Education Health Money
Opinion Colleges Hospitals Jobs

National Issues Graduate Schools Doctor Finder

Cartoons High Schools Diets
Photos Online Programs Nursing Homes
Videos Community Colleges Health Products

Special Reports Global Universities Health Insurance

Arab Universities Medicare

About U.S. News
Contact Us
Site Map

& WORLD REPORT

Financial Advisors
ETFs
Mutual Funds

Retirement

Press Room
Advertising Info
Store

Travel
Vacations
Cruises

Hotels

Hotel Rewards

Airline Rewards

Cars
New Cars
Used Cars
Law

Law Firms

Connect with us: f W &

Copyright 2015 © U.S. News & World Report LP.
Terms and Conditions / Privacy Policy.


http://www.usnews.com/opinion/articles/2015/02/23/data-feeding-frenzy-after-hacks-must-be-stopped?offset=20
http://www.usnews.com/opinion/articles/2015/02/06/obamas-prayer-breakfast-crusades-comments-enrage-the-right
http://www.usnews.com/opinion/articles/2015/02/06/congress-must-be-involved-in-the-icann-iana-internet-transfer-of-power
http://www.usnews.com/opinion/articles/2015/02/23/data-feeding-frenzy-after-hacks-must-be-stopped?offset=20
http://www.usnews.com/opinion/articles/2015/02/06/obamas-prayer-breakfast-crusades-comments-enrage-the-right
http://www.usnews.com/topics/author/rachel-brody
http://www.usnews.com/opinion/articles/2015/02/06/congress-must-be-involved-in-the-icann-iana-internet-transfer-of-power
http://www.usnews.com/opinion/articles/2015/02/06/congress-must-be-involved-in-the-icann-iana-internet-transfer-of-power
http://www.usnews.com/topics/author/simon_rosenberg
http://www.usnews.com/news
http://www.usnews.com/opinion
http://www.usnews.com/national-issues
http://www.usnews.com/cartoons
http://www.usnews.com/photos
http://video.usnews.com/
http://www.usnews.com/news/special-reports
http://www.usnews.com/education
http://www.usnews.com/best-colleges
http://www.usnews.com/best-graduate-schools
http://www.usnews.com/education/best-high-schools
http://www.usnews.com/education/online-education
http://www.usnews.com/education/community-colleges
http://www.usnews.com/education/best-global-universities
http://www.usnews.com/education/arab-region-universities
http://health.usnews.com/
http://health.usnews.com/health-news/best-hospitals
http://health.usnews.com/doctors
http://health.usnews.com/best-diet
http://health.usnews.com/best-nursing-homes
http://health.usnews.com/health-products
http://health.usnews.com/health-insurance
http://health.usnews.com/medicare
http://money.usnews.com/
http://money.usnews.com/money/careers
http://money.usnews.com/financial-advisors
http://money.usnews.com/funds/etfs
http://money.usnews.com/funds/mutual-funds
http://money.usnews.com/money/retirement
http://travel.usnews.com/
http://travel.usnews.com/Rankings/
http://travel.usnews.com/cruises/
http://travel.usnews.com/Hotels/
http://travel.usnews.com/Rankings/Travel-Rewards/hotel-rewards/
http://travel.usnews.com/Rankings/Travel-Rewards/airline-rewards/
http://usnews.rankingsandreviews.com/cars-trucks
http://usnews.rankingsandreviews.com/cars-trucks/rankings/
http://usnews.rankingsandreviews.com/cars-trucks/used-cars/
http://bestlawfirms.usnews.com/
http://bestlawfirms.usnews.com/rankings.aspx
http://www.usnews.com/info/features/about-usnews
http://www.usnews.com/info/features/contact
http://www.usnews.com/info/features/sitemap
http://www.usnews.com/info/blogs/press-room
http://mediakit.usnews.com/index.php
http://www.usnews.com/products/features/home
http://www.facebook.com/usnewsandworldreport
http://twitter.com/usnews
http://www.usnews.com/info/features/terms
http://www.usnews.com/info/features/terms#privacy

	usnews.com
	Data Feeding Frenzy After Hacks Must Be Stopped - US News


	50PWEzOWQwOSZpbnQ9YTYwZDA5AA==: 
	form5: 
	oid: 0000014b-c229-d912-a95b-e7b9bc880000
	submit: 




